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How
 fast can w

e sign? 

•
M

odExp is the cornerstone of RSA 
•

O
uter loop does “M

ontgom
ery Ladder”: 

–
L iterations per L-bit exponent 

–
2x area requirem

ent 



How
 fast can w

e sign? 
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How
 fast can w

e sign? 

•
Inner loop is M

ontgom
ery M

odular 
M

ultiplication: 
–

2∙(L/16) 2 sub-products m
ust be com

puted for L-bit 
operands 

–
2∙(L/16) 2 w

ord additions m
ust be interleaved w

ith 
m

ultiplications 



How
 fast can w

e sign? 
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How
 fast can w

e sign? 

•
CRT im

proves speed by 8x 
–

m
odulus and exponent 2x shorter 

–
tw

o “easier” exponentiations, that can be done at 
the sam

e tim
e 



How
 fast can w

e sign? 

•
Total num

ber of operations per M
odExp: 

S = L 3 / 512 

•
Fm

ax is 460 M
Hz (-1 speed grade) 

  
•

Total of 740 m
ultipliers per device (A-7 200T) 

•
M

ultiplier count m
ust be pow

er of 2, up to 
512 useable per core 
 



How
 fast can w

e sign? 

Theoretical signatures per second (assum
es 

Fm
ax and no pipeline bubbles, N

 = num
ber of 

m
ultipliers): 

   

N
 = 4 

N
 = 8 

N
 = 16 

N
 = 32 

N
 = 64 

N
 = 

128 
N

 = 
256 

N
 = 

512 

1024-
bit key 

219 
438 

877 
1754 

3509 
7019 

7019* 
7019* 

2048-
bit key 

27 
54 

109 
219 

438 
877 

1754 
1754* 

4096-
bit key 

3 
6 

13 
27 

54 
109 

219 
438 



How
 fast can w

e sign? 

•
I/O

 overhead not taken into account 
•

Difficult to com
pletely avoid pipeline bubbles 

•
O

perand broadcasting w
astes tim

e 
•

Last part of CRT (“Garner’s form
ula”) m

ust be 
done after M

odExp 



How
 to im

prove perform
ance? 

•
Reasons for current core slow

ness: 
–

Interleaved m
ultiplication and reduction in M

M
M

 
(can be done in parallel by com

puting “m
agic” 

coefficient in advance) 
–

Carry propagation during addition kills speed since 
m

ultiplier pipeline is stalled (can be done using 
carry-save adders, carries are propagated once at 
the end of the inner loop) => 2x space 
requirem

ent (needs as m
any adders as there are 

m
ultipliers) 



How
 to im

prove perform
ance? 

•
Better scheduling of operations (before) 
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How
 to im

prove perform
ance? 

•
Better scheduling of operations (after) 
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How
 to im

prove perform
ance? 

•
Reasons for current core slow

ness: 
–

Systolic architecture not suitable for field-
program

m
able devices (m

ultipliers arranged in 
narrow

 long colum
ns, not rectangular array), 

increasing array size lim
its clock speed 



How
 to im

prove perform
ance? 

DSP slice layout (5 cols of 100, 4 cols of 60) 



Progress so far 

•
Colin D. W

alter “Hardw
are Aspects of 

M
ontgom

ery M
odular M

ultiplication” 
•

M
any references from

 above 
•

Com
plete python m

odel that m
im

ics exactly 
how

 FPGA does M
odExp using DSP slices 

•
Verilog for m

odular m
ultiplier (360+ M

Hz, 32 
m

ultipliers and 32 adders) 



Progress so far 



Progress so far 

•
PoC Verilog m

odular m
ultiplier ~1 us cycle for 

1024-bit m
odulus (in CRT m

ode) 
•

Expected speed is ~2000 signatures/second 
for 1024-bit keys 

•
Extrapolated speed (tw

ice larger m
odulus => 

8x longer operation): 
~250 sigs/sec for 2048-bit keys 
~30 sigs/sec for 4096-bit keys 



Further steps 

•
Finish outer M

odExp loop 
•

Im
plem

ent “Garner’s form
ula” part of CRT in 

hardw
are 

•
Blinding in hardw

are? 


